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How old is Google ?

23 years old

Legislation relating to Technologies

Copyright, Designs and Patents Act 1988

When d i d you I ast as k Malicious Communications Act 1988
Computer Misuse Act 1990
Criminal Justice and Public Order Act 1994

the adUIts you Work Trade Marks Act 1994

H Data Protection Act 1998
with, what they do Human Rights Ac 1998
u 7 Regulation of Investigatory Powers Act 2000
On I | ne H Freedom of Information Act 2000

Communications Act 2003




NCA “sextortion” working group

NCA B\w»

National Crime Agency A National
Crime Agency
command

Blue Whale

What to do if you are cyber bullied

*Keep the evidence — the nature of cyber bullying means that
there is concrete evidence of the unpleasant messages being
directed at an individual. Keeping a copy of the offensive material
can be useful when reporting an incident and may help to identify
the bully or result in consequences.

*Report the bully — if you need to report the bully, do this through a
trusted individual or service. If the cyberbullying is severe, you may
consider contacting the police, especially if grooming or threats of
violence are involved.

*Do not retaliate — it is tempting to reply to the cyber bullies but
this is a bad idea. By ignoring the bullies you deprive them of a
reaction and remove the risk of encouraging them to keep
tormenting you. In addition, you do not want to join them in
spreading hate online.

https://www.anncrafttrust.ora/hous
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What Sort of Scams are Out There?

According to City of London Police, there has been a 400% rise in scams and fraud during the Covid-19
pandemic, costing victims over £970,000.

https:/iwww. how-to-stay-safe-online/

« Technical support — see YouTube i.e. Amazon vouchers

« Text and Email Phishing - delivery issues, flooding / covid
support, for bank details, (caller ID and dial back scamming)

« Conspiracy Theories — Covid
« Political - Deep fakes

« In-Person Scams - Collecting food, giving tickets

« Social networking - relationships and money scams
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Schoolgirl who killed
herself was bullied
‘for being bright',
inquest hears

Izzy Dix, 14, used her school tie to kill herself
after suffering taunts and insults from fellow
students at Brixham community college, Devon

http://www.theguardian.com/
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NEWS kent

Kent youth PCC Paris Brown apologises
over 'inappropriate’ tweets

Pais B
that | dor

=

Ateenager who became Britain's irst youtn police and crime

(°oc)
comments on Twitter.
17 year.old

Parts Brown, 17,was appointed tn work alongside Kert's ndepenvent
PCC Ann Bames representing young people across the courty astweek.
Yo

Paris 53 he was “icly exaggerating" in what coud have been
considered racit and ant-gay Weets

s Bames said Paris would *leam quickly from thist

The Mail on Sunday reportec Parts boasted




Revenge Porn

Helpline

The phone line is open Tuesday to Friday, 10 am to 4 pm.
On Monday's we operate an email-only service.

What number do | call?

0345 6000 459*

How much will my call cost?” Calls cost the same as standard landiine numbers that start with ‘01" or 02 If your
phone tariff offers tolandiines, call in the same way. The

system, from unexpected call charges. We are a charity

‘and do not receive any income from call charges.

Types of Online Reputational Information That Influenced
Decisions to Reject a Candidate
I
Concerns about the candidate’s lifestyle 58% 45% 42% 32%
Inapprogruate comments and text written by 56% 57% 78% 58%
the candidate
Unsuitable photos , videos, and information | 55% | 51% 44% 2%
Inéppmprlate comments or text written by w3 o i
friends and relatives
Comments citczing previous employers, e |l 59 7
co-workers, or clients
Inappropriate comments or text wrtten by i || 5 T %
colleagues or work acquaintances
Membership in certain groups and networks | 35% | 33% 36% 37%
Discovered that information the candidate 0% 36% 2% 7%
shared was false
Poor communication skills displayed online 2% 41% 17% 42%
Concern about the candidate’s financial 1% 18% 1% 0%
background

Top tips for staying safe online

Security

There are opportunities for your safety and security to be breached
online. Here are three simple ways to help maximise your welfare:

*Protect your password. You can do this by avoiding common
passwords (such as 123456, abc123, qwerty and letmein) and using
special characters, capital letters and numbers in your password. Aim
to change your password every 90 days and never share it with
anyone.

«Always log off public computers when you have finished. This will
stop strangers from accessing your accounts without permission or by
mistake.

«Set a high level of security on your social networks. For Twitter
and Instagram this can be a ‘private’ account where you approve your
followers. On Facebook, only add and accept people you know and
can trust in real life.
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Handyman jailed for 12 years for
planting porn on School Caretakers
computer.

http://www.bbc.co.uk/news/uk-england-london-11397515

HOW SECURE IS MY PASSWORD?

https:/Ireportharmfulcontent.online

Where the content is posted?

Before you submit a report to us it is essential that you have reported the material to the social media service
directly using their online tools (at least 48 hours ago). You can find information on how to do this by dlicking
on the tabs below:
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LinkedIn Xbox Live

YouTube YouTube Kids Instagram

v G

Twitter Google Search

Minecraft
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